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1 Set up a Sentinel license server
Set up the Sentinel license server such that the computers running PLA can access it.

Tip:  To view all Sentinel keys available on the license server, open the PLA License Control 
Center in a browser at http://127.0.0.1:1947, and open the Sentinel keys menu. The displayed 
list contains software and hardware keys connected locally to your computer as well as keys that 
are shared by other computers in your local network.

Procedure

To set up a Sentinel license server:

1. Make sure the license server is accessible by the clients via a network.

2. Make sure incoming and outgoing network traffic for TCP port 1947 and UDP port 1947 is 
allowed between the license server and the respective clients.

Communication between a license server and the respective clients requires TCP/IP. To detect 
a license server, clients use UDP broadcasts. Further communication uses TCP.

Note:  IPv4 sockets are always opened, IPv6 sockets are opened only if IPv6 is available.

3. By default, clients can access all Sentinel license servers running in the same subnet. If you 
operate several subnets, or want to restrict the access of clients to a license server, you have 
to control the access accordingly.

◦ Configure licensing across subnets: Configure clients such that they perform a broadcast 
search across the whole network when trying to obtain a license.

◦ Restrict access on the server side: Configure a Sentinel license server such that only 
specific clients are allowed to access it.

◦ Restrict access on the client side: Configure a client such that is can access only a subset of 
the available license servers.

1.1 Configure licensing across subnets
If a Sentinel license server and its clients are running in different subnets, you have to allow 
clients to broadcast across the whole network.

Procedure

To configure licensing across subnets:

1. On the client, open the PLA License Control Center in a browser at http://127.0.0.1:1947.

2. On the Access to remote license managers tab, complete the following steps:

a. Select the Allow access to remote licenses and Broadcast search for remote licenses
check boxes.
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b. Add the IP address of the license server to the Remote license search parameters text 
box.

Figure 1. PLA License Control Center - Configure access to remote license managers tab

3. Click Submit.
Results: Your settings are saved. Activating your new settings can take a few minutes.

1.2 Restrict access on the server side
If only specific clients should be allowed to access a Sentinel license server, you have to restrict 
the access accordingly.

Procedure

To restrict access on the server side:

1. On the license server, open the PLA License Control Center in a browser at 
http://127.0.0.1:1947.

2. Open the Configuration menu. On the Access from remote clients tab, make sure the 
Allow access from remote clients checkbox is selected, otherwise clients are not allowed to 
obtain PLA licenses from this license server.

3. To configure the access of clients to the license server, add respective entries to the Access 
restrictions text box. Add one entry per line.

◦ To grant a client access, enter allow=<IP>  or allow=<hostname> .
◦ To deny a client access, enter deny=<IP>  or deny=<hostname> .

Note:  The order of the entries determines their priority, entries higher up in the list take 
precedence.
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Figure 2. PLA License Control Center - Configure access from remote clients

4. Click Submit.
Results: Your settings are saved. Activating your new settings can take a few minutes.

1.3 Restrict access on the client side
If a client should only be able to access specific Sentinel license servers, you have to restrict 
the access accordingly. You can also configure a sequence according to which a client should 
connect to servers.

About this task

The configuration is done in the pla.properties file of the respective client. You can edit this 
file in any standard text editor. The location of the file depends on the operating system of the 
client:

• Windows 7, 8.x, 2008, 2012: C:\ProgramData\Stegmann Systems\PLA 3.0\

• Windows XP: C:\Documents and Settings\All Users\Application Data
\Stegmann Systems\PLA 3.0\

Note:  We recommend you close all PLA applications during the configuration process.

Procedure

To restrict access on the client side:

1. Open the pla.properties file.

2. Add or modify key=value pairs according to your requirements.
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Important:  The key=value pairs you define here filter the list of Sentinel license servers 
configured in the PLA License Control Center. You cannot add additional servers.

Add one value to configure a specific server, or a semicolon-separated list to configure a 
sequence of servers.

The following keys are available:

com.stegmannsystems.edp.license.HaspTargetIPs

Restricts the access of a client to a license server based on the IP address of the server.

Add one value to configure a specific server, or a semicolon-separated list to configure 
a sequence of servers. The sequence of the entries determines their priority; entries 
listed first take precedence.

Example: 
com.stegmannsystems.edp.license.HaspTargetIPs=192.168.1.111;192.20.100.20

com.stegmannsystems.edp.license.HaspTargetHostnames

Restricts the access of a client to a license server based on the hostname of the server.

Specify the computer name only, do not add the domain. Add one value to configure 
a specific server, or a semicolon-separated list to configure a sequence of servers. The 
sequence of the entries determines their priority; entries listed first take precedence.

Example: 
com.stegmannsystems.edp.license.HaspTargetHostnames=WJKA03;WDO02;EMS7

Note:  If you configure hostnames and IP addresses, hostnames take precedence.

com.stegmannsystems.edp.license.Providers

Restricts the access of a client to a license server based on the provider of the 
protection key.

Valid values are hasp  for Sentinel software and hardware protection keys, and 
hardlock  for hardlock keys.

Example: com.stegmannsystems.edp.license.Providers=hasp

3. Save the pla.properties file and close it.
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